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1
Decision/action requested

This pCR proposes a key issue for studty item on security of URLLC for 5GS (TR 33.825).
2
References

[1]
3GPP TR 33.825, v0.1.0, Study on enhancement of URLLC support in the 5G Core network 

[2]
3GPP TR 23.725, v.1.1.0, Study on security of URLLC for 5GS
3         Rationale

This pCR proposes a key issue for studty item on security of URLLC for 5GS [1]. There have been discussions on architectual aspect of core network to support high reliability by redundant transmission in user plane in SA2 [2], where redundant data is transferred via over multiple paths via 2 different gNBs and UPFs (Solutions #1 and #2). For this redundant data transmission, security aspect such as condidentiality, integrity, and key handling, need to be considered in SA3.
4
Detailed proposal

***** Start of Change *****
2
References

 [x]
3GPP TR 23.725: "Study on security of URLLC for 5GS".
***** Next Change *****
5.x
Key issue #x: Support of security for high reliability by redundant data transmission in user plane
5.x.1
Key issue details

There have been discussions in SA2 on architectual aspect of the 5GS to support high reliability in the UP by introducing multiple redundant transmission paths [x], where the UP bearer is transferred over multiple paths via 2 different gNBs and UPFs (Solution #1, #2). For this redundant UP bearer transmission, security aspects such as confidentiality protection, integrity protection, and key handling, need to be considered in SA3.

5.x.2
Security threats 

Having multiple paths for the UP, in effect, introduces additional threat surface for attackers to take advantage of.  In order to realize high level of reliability in communication by using redundant UP paths, security of both UP paths need to be protected equally. Having one of the two UP paths compromised implies the whole proposition of URLLC collapses. Therefore, appropriate security solution for redundant transmission via multiple paths in the UP need to be in place.
5.x.3
Potential security requirements
- Confidentiality protection shall be supported for UP data via redundant multiple transmission paths.
- Integrity protection shall be supported for UP data via redundant multiple transmission paths. 
- Appropriate security key handling during handover shall be supported for UP data via redundant multiple transmission paths.
***** End of Change *****
